Jetspeed Access Control Mechanisms
Prepared by Marlon Pierce

Community Grids Lab
Overview

This document provides a step-by-step guide for defining new Jetspeed roles that can be associated with different users.  These roles can be used to restrict access to certain portlets (and thus their content). 
Jetspeed Users, Groups, and Roles

Jetspeed allows users to posses one or more roles and belong to one or more groups. We’ll first review the basic concepts, which are used in Jetspeed default settings to restrict access to administration portlets.  We’ll then describe the process for adding new roles with restricted access.  A bit of Jetspeed’s design to support this reviewed in the Appendix.  

The following screen shot gives a sample listing of users for a particular Jetspeed portal. This is just the standard User Browser available to the site administrator.
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Figure 1 Jetspeed user browser displays a list of accounts.
Clicking the “Roles” link for the user mpierce gives the following screen, indicating that this user participates in the user role only.  The user mpierce may be added to the admin role by simply clicking the link.  
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Figure 2 Default user roles.
The administration portlets are specified in the admin.xreg configuration file and may be examined for security examples. The sample entry below illustrates how the JavaRuntimePortlet is associated with the admin role and the admin-only security definition.   
<portlet-entry name="JavaRuntimePortlet" hidden="true"

        type="instance" application="false">

        <security role="admin"/>

        <security-ref parent="admin-only"/>

        <meta-info>

            <title>Java Runtime Portlet</title>

        </meta-info> 

        <classname>org.apache.jetspeed.portal.portlets.admin.JavaRuntimePortlet

        </classname>

        <media-type ref="html"/>

        <url cachedOnURL="true"/>

        <category group="Jetspeed">admin</category>

    </portlet-entry>

The important tags for the current discussion are in bold.  These define the security role and the security-refs that are allowed to view this portlet.  The security-refs are used to associate allowed (or prohibited) actions that are associated with a particular Jetspeed role.  The definitions of role access privileges are stored in the configuration file security.xreg.  For example, the entry for the admin-only security entry is 

<security-entry name="admin-only">

        <meta-info>

            <title>Admin-only</title>

            <description>Full access to user with the admin role.</description>

        </meta-info>

        <access action="*">

            <allow-if role="admin"/>

        </access>

    </security-entry>

This means that the admin-only entry allows all access actions to the role “admin”.   The <allow-if role> tag can be repeated.  For example, one could define a “monitor-only” security entry that would allow some management portlets to be viewed by both admins and a newly defined “monitor” role.   

The full list of options that can be used to express a <security-entry> are given in the appendix.  A list of Jetspeed actions is also given in the appendix.
Step-by-Step Guide for Restricted Areas
We will now take a specific example of how to specify restrictions to portlets so that they can only be viewed by a new role, manager.  All steps must be done by a user with administrator privileges, so log in as admin first.
1. Create a new role for the manager.  Go to the “Security Roles” link under the “Security” tab.
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Figure 3 Create a new Jetspeed role through the admin interface.
Select “Add Role” and enter the new role name.

2. Shutdown Jetspeed so that you can edit registry entries. Add a security-entry for the manager role to the security.xml configuration file.  This is located in $JETSPEED_HOME/WEB-INF/conf/ directory.  The following XML snippet can be used:
    <security-entry name="manager-restricted">

        <meta-info>

            <title>Manager Restricted</title>

            <description>Restricted to those with manager roles.</description>

        </meta-info>

        <access action="*">

            <allow-if role="manager"/>

        </access>

    </security-entry>
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Figure 4 Create a new role.
3. Use the security role browser to add permissions for the manager role.  You should add at least “View”. 
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Figure 5 Use the security role browser to view and modify role permissions.
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Figure 6 Permissions for the manager role.
4. Assign one or more users to the new role.  Go to the User Browser and select the “Roles” link next to the user to be modified.  See the screen shot below.  Note that you will want to assign both user and manager roles to a regular user.
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5. Add or modify an existing portlet instance entry so that it is only accessible by the manager role.  For example, you may wish to collect all manager portlets in a single registry entry in $JETSPEED_HOME/WEB-INF/conf called manager-portlets.xreg with the following contents.  
<?xml version="1.0" encoding="UTF-8"?>

<registry>

    <portlet-entry name="ManagersOnly" hidden="false" type="ref"

        parent="WebPagePortlet" application="false">

        <security role="manager"/>

        <security-ref parent="manager-restricted”/>
        <meta-info>

            <title>Managers Only</title>

            <description>Manager Only</description>

        </meta-info>

        <classname>org.apache.jetspeed.portal.portlets.WebPagePortlet</classname>

        <parameter name="dont_remove_applet" value="yes" hidden="false"

            cachedOnName="true" cachedOnValue="true"/>

        <url cachedOnURL="true">http://sportsillustrated.cnn.com/</url>

    </portlet-entry>

</registry>

You should of course do this while the server is stopped and restart it after editing.  

6. Restart everything and log in as the new user with the manager role.  Customize and add the restricted portlet “Managers Only” to your view.  If you do not see the portlet in the portlet list, this has possibly been caused by a typo in one of the registry files that you edited.
Also log in as any other user without manager permissions. You should not see the manager-restricted portlet in the selection choices.
Appendix

Jetspeed Security Overview

Jetspeed follows the interface/implementation pattern for its security framework, allowing custom implementations to be added in a well defined way.  These interfaces express generically various security concepts (authentication and access control) and define an interface “contract” that must be used by different security implementations.  

The following sets of interfaces describe services that need to be implemented (Jetspeed provides default implementations).

	Interface 
	Description 

	PortalAuthentication 
	Defines the contract between the portal and security provider required for authentication a Jetspeed User. 

	PortalAccessController 
	Defines the contract between the portal and security provider required for authorized access control for priveleged portal actions. 

	UserManagement 
	Defines the contract between the portal and security provider required for managing users. 

	RoleManagement 
	Defines the contract between the portal and security provider required for managing roles. 

	GroupManagement 
	Defines the contract between the portal and security provider required for managing groups. 

	PermissionManagement 
	Defines the contract between the portal and security provider required for managing permissions. 

	CredentialsManagement 
	Defines the contract between the portal and security provider required for managing credentials. 


These service interfaces interact with the object model classes listed below.  The object model classes abstractly define various “data objects” which possess specific parameters.  

	Interface 
	Description 

	JetspeedUser 
	Defines the minimal attributes of a user in the portal system. 

	Role 
	Defines the minimal attributes of a role in the portal system. 

	Group 
	Defines the minimal attributes of a group in the portal system. 

	Permission 
	Defines the minimal attributes of a permission in the portal system. 


All service component and object model interfaces come with standard implementations and can be overridden by adding a new service implementation to the JetspeedSecurity.properties file located in $JETSPEED_HOME/conf. 

Security Ref Schema Attributes and Elements

The following tables show attributes and elements that may be used to define a security ref entry (given in the security.xml configuration file).

	Security Ref Base Attributes 

	Attribute 
	Description 

	name 
	Required. The unique name of the security reference. 


	Security Ref Base Elements 

	Element 
	Description 

	access 
	0..n access elements may be defined. If no element is specified, then everyone is denied access. 


	Access Attributes 

	Attribute 
	Description 

	action 
	Defines the action which we are controlling access to. '*' represents all actions. 


	Access Elements 

	Element 
	Description 

	allow-if 
	Defines which role will be granted access for the associated action. If not defined, access is denied to everyone for the associated action. 

	allow-if-owner 
	Defines the owner granted access for the associated action. 


	Allow-if Attributes 

	Attribute 
	Description 

	role 
	Defines the security role required for this security constraint. 


Jetspeed Actions

The following table lists Jetspeed access actions. All except view are associated with visible portlet icons.

	Access Actions 

	Icon 
	Action 
	Description 

	N/A 
	view 
	Allows to select a portlet in customizer and view its contents 
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	customize 
	Allows to customize a portlet once selected in profile 
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	info 
	Allows to view any additional information about a portlet 
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	maximize 
	Allows to view portlet in full screen mode 
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	minimize 
	Allows to minimize portlet (hide its content) and display its caption only 
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	close 
	Allows to temporarily close a portlet (hide its caption and content) 
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	print 
	Allows to display current portlet in "print friendly format" (without navigation and portlet control). Note that the default screen template/layout used may be overriden by setting action.print.template property in jr.props to your custom screen template. 


