1. The Research Plan <15 pages, excluding bibliography>
6.1 Aims of Proposal
Many recent events have highlighted the vulnerability of civilization to both natural and unnatural disasters. Examples include tornados, floods, agriculture blights and terrorist acts. The Department of Homeland Security (DHS) has integrated the national activity in this area and in its organization, meeting and white papers, clarified the breadth and nature of the problem. 

We aim to produce the technology to address a broad range of DHS areas in the form of an Information Grid, which we term CrisisGrid. Grid technologies in general are designed to integrate computing, data storage, and sensor/data collection resources owned by various organizations into single, short lived Virtual Organizations.  In this they are distinct from but complementary to high performance cluster and parallel computing.  As we will discuss in this proposal, this approach is particularly appropriate for problems in crisis management such as flood modeling.

In the two year project, we will develop both a broadly applicable framework and apply it to a problem of importance to Indiana: the Flood CrisisGrid will be designed for both preventing flood damage (an example of Critical Infrastructure Protection, or CIP) by supporting extensive, realistic modeling and “what if” scenarios that can be used to plan development; and controlling and mitigating damage caused by an actual flood event (emergency preparedness and response or EPR in DHS parlance). 

Indiana has 92 counties, approximately 3,400 cities and towns, and a population of approximately 5.5 million.  Approximately 22% of its cities have areas which are located in a floodplain and many of these cities have substantial populations. Indiana’s mix of rural and urban communities provides a good model to develop a technology integration resource for flood disaster planning, mitigation, response, and recovery.  Within Indiana there is a GIS (Geographical Information System) presence in virtually every county.  However, the GIS information, in many counties is not readily accessible for planning activities including disaster mitigation planning.  Most local governments in Indiana have developed geographic information based on one specific business driver such as property mapping, E911 response, or infrastructure sewer and water management.  By providing a process and tools for integrating this data and services, the communities will have access to the best available information for disaster response and recover and justification for implementing sound mitigation policies and programs.
[Need more here on current (inadequate) state of practice and impact of floods –Marlon]

The critical information technology in support both CIP and EPR is a Grid linking people (first responders and command centers, experts), data (both raw real time sensors and data archives), and simulations and modeling tools for strategic planning and what-if studies during an actual event.  As we will discuss in some detail below, a Grid is the binding software infrastructure that connects people, data, computing resources, and simulations together across multiple organizations.  Numerous large scale Grid projects are being developed by many US government agencies.  We note that our CrisisGrid is unique in that it will couple data grids, computational grids, and collaborative grids, which are usually considered independent of one another.

Although we propose to focus on flooding as the crisis event, our approach is general.  For example, critical DHS focus areas such as radiation and biological attacks can be tackled using a CrisisGrid invoking different sensors from the flood monitors in our particular prototype. The common framework, user interfaces, decision support, GIS services, and many of the broad area sensors can be used in systems outside Indiana and for protecting other parts of the 11 critical infrastructure sectors identified by DHS. 

Grids provide managed dynamic distributed resources with standardized interfaces for linking in new resources. We consider CrisisGrid as a set of services corresponding to data sources (e.g. sensors, databases), Grid system services (e.g. collaboration and security) and specific CrisisGrid services (such as overlaying flood sensors on a map). The project will use Grid system services and generic interfaces (such as OGSA-DAI for databases) and focus on building needed service-interfaced resources (such as Indiana Map and the Purdue Terrestrial Observatory) and CrisisGrid specific services. The latter are highlighted by GIS Grid services developed with the OpenGIS consortium and will use GIS related ontologies to provide semantically rich Web services. We will also use modern Grid portal technology to develop adaptable user interfaces to CrisisGrid including both high end visualization and handheld clients. 

This project consists of the following components: 

1. Identification and extension of core Grid technologies, with a particular emphasis on extending Grid services to support the workflow capabilities needed to integrate services together.

2. Development of CrisisGrid specific services.

3. Integration of services with a decision support framework allowing use in both strategic and tactical situations.  The decision support framework includes shared visualization and audio-video collaboration technologies.
4. User interfaces and visualization for CrisisGrid.

5. Indiana Map, Indiana View and the Purdue Terrestrial Observatory, and Community information resources 

6. Flood specific services including both advanced simulation and data capabilities.

7. A prototype CrisisGrid including both generic capabilities and a particular integration to support flooding in both planning and response mode.

The system will be designed so that it can be generalized both to other critical infrastructures and other locations. Obviously there have been many other projects in this area including many well funded military command and control systems. However, the latter for example do not exploit the modern open architectures and tools provided by the Grid. These are needed to provide the adaptability and cost model needed for non-military applications. Our team brings experience in developing one of the first web-based command and control system (Tango in 1997), leadership in Grid technology and its application, and leadership in visualization, sensors, and the GIS community. We further have the commitment of Indiana government and communities needed to deliver the particular resources and flood prototype. Further we have good contacts with the DHS technology program through collaborations with Los Alamos National Laboratory and in particular the important the National Infrastructure Simulation & Analysis Center (NISAC).

6.2 Background

6.2.1 Critical Infrastructure and the National Program
One of the focus areas of DHS is to develop methods for sustaining and protecting the nation’s infrastructure against catastrophic damage, caused by humans or otherwise. One aspect of critical infrastructure is building the electronic resources needed to identify, protect, monitor, and cope with damage to infrastructure. 

[This needs some updating]
6.2.2 Flood Planning and Mitigation

Material on current Flood state of the art in research and the State of Indiana..

The current state of practice in flood modeling has several inadequacies when applied to both strategic planning and actual crises:

1. Data Bottlenecks: vast amounts of both archival date (elevation, land use) and real time data (rain and stream gauge sensor data, radar) are being collected and are accessible but these are not being adequately used by the current models.  The problem is time: current applications depend on many “by hand” data retrieval and formatting steps that should be automated. 

2. Isolated Computing Infrastructure: As described in the scenario, flood modeling is an excellent example of distributed computing: model calculations that can be partitioned amongst many distributed computing resources and aggregated into successively larger and larger integrated scenarios. However, this has not been exploited; there is currently no infrastructure to connect model calculations to each other.

3. Insufficient Information Analysis and Visualization: Proper understanding of both model predictions and current real time conditions depends on mapping and other display techniques that are automatically generated and published as data becomes available, but this has not been exploited.  Prediction is often based simply on a few numbers (say, stream gauge values) and past experience of the human observers.   

4. No Consistent Framework for Model Validation, Benchmarking and “What If” Scenarios: Extensive post-analysis is critical to mitigating future emergencies.  The validation scenarios need to be organized and “published” for interested parties to later investigate.

Grid Web service tools are designed to address these four issues.  We review these technologies in the following sections.

6.2.3 Grid and Crisis Management Technology

In the current Web Service/Grid architecture, resources associated with infrastructure protection will be built as services with particular instances exploiting generic services (such as workflow, overlay onto map, and visualization) with the importance of meta-data emphasizing the Semantic Grid agenda. These services must be sustainable so there is a clear life cycle model for maintaining and updating them. Given a growing number of such infrastructure related services, one can deploy them in a variety of different systems addressing long-term, short-term, government, business, and education goals. 

We take a broad definition of Grids including OGSA/GT3 as well as Web Service based approaches. Given the rapid evolution of the field, it seems appropriate to construct CrisisGrid with a Service oriented architecture supporting both OGSA and “pure” Web Service approaches and allowing both Java and .NET implementations. The use of OASIS W3C and GGF standards ensures interoperability for distributed system components built in this fashion. We note that we are working with leaders in both OGSI and Web Service approaches to Grids and have substantial NASA, NSF, and DOE support in this area. We will build on the application side on our SERVOGrid earthquake simulation Grid and use this as a early testbed of some technologies to be used in the Indiana Flood prototype. Fox is a member of advisory committee for the UK e-Science program and co-chair of Grid Computing Environments and Semantic Grid research groups at GGF.

The work specific to floods has three aspects;

1. Developing powerful simulations and packaging as Grid services.
2. Identifying and linking needed data services to the Grid and thus to Grid-enabled applications. These include very specific sensors such as rain gages and more generically the PTO.  
3. Integrating flood specific services 

These problems described in sec. 6.2.2 are quite common in modeling and simulation: data and codes are distributed among researchers and institutions, but there is no infrastructural glue that enables the codes and data to interact automatically and securely across the Internet.  The Grid Web Service approach is designed to solve these specific problems.  In summary, the Web Service approach is built on two foundations:

1. Web Service Description Language (WSDL): WSDL describes how to invoke a remote service and retrieve information.  Typically, services may wrap data bases, simulation/modeling codes, and visualization tools.  

2. Simple Object Access Protocol (SOAP):  SOAP is the message payload envelope. Services are described by WSDL, but the actual invocations and responses are conveyed between the client and service using SOAP.

As we discuss below, there remain several important open research issues that we seek to address when developing the Flood Crisis Grid.  Also, as we emphasize, the Flood Crisis Grid is one example of general problems in crisis modeling.  In order to address these larger issues, we propose the establishment of a Center of Excellence for Crisis Grid simulation.
6.3 Center of Excellence (NEED MORE FROM IUPUI ON 1-4)

In order to build a comprehensive infrastructure for Crisis management, we must undertake several general purpose ac

The project team will focus on establishing a rich set of resource services (projects 1 to 5 in the section below) using Indiana to illustrate technologies and approaches that can be generally applied. We will develop and demonstrate some exemplar systems (drawn from projects 6 to 12 in section below) but this will not be our major initial focus. We need to make the resources themselves sustainable so that they can be maintained and updated. This suggests that resources should not only valuable for infrastructure sustainability but intrinsically valuable – say in areas like education and government planning.
CrisisGrid will be a test platform for the work of the Center and other activities of the Global Grid Forum and the Open GIS Consortium. It will consist of both a distributed server infrastructure and a set of portals interfaces both at the Center sites and for other users of CrisisGrid. CrisisGrid will leverage the State’s networking infrastructure including the recent NSF IPGrid linking the Indiana and Purdue University systems. This activity will derive new needed interfaces and functionalities and work with the Grid/Web service research thrust in identifying mechanisms for implementing them.

This infrastructure will be supported by several specific projects exemplified by:

1. GIS Atlas for Indiana: Geospatial framework data and mapping service for Indiana  (this is IGS's service)

2. Indiana Water Atlas: Water resource data and mapping service for Indiana. (our service)

3. Indiana View: Sensor Overlays for Indiana
4. Indiana Map Data Clearinghouse: Metadata service for Indiana Data (IUPUI university library in partnership with IGIC)

5. Indiana Visualization: specific visualizations targeting Indiana locations
6. Flood Crisis Grid: This will serve as our primary integrated application.
7. Purdue Terrestrial Observatory (PTO): Integration with CrisisGrid
8. Community Information Systems and Data Gathering such as the substantial demographic data needed in Episims discussed below. 

9. Crisis Management Prototype: Generic system to bring resources such as real-time Indiana View to decision makers, field commanders and first responders to crises such as that from a Tornado event. This together with an interesting application (such as in 7-9 below) would be two year deliverable of proposal

10. CrisisGrid for Earthquake Response: This could leverage the work of the Community Grids Laboratory with the iSERVO Grid (http://www.servogrid.org) and integrate these earthquake specific simulations and resources with the Crisis Management Prototype

11. CrisisGrid for Biological Simulations: this could involve Episims from Los Alamos or the Homeland Security work of Chaturvedi at Purdue. 

12. Agricultural CrisisGrid: This would involve simulations and sensor information linked to decision support system to help respond to crop infestations, drought and other agricultural disasters. It would be characterized by equally important issues but on longer time scales than say the Earthquake CrisisGrid.
Even though the last projects (8-12) would not be the initial thrust of the project, experts from these and other fields (tornado, wild fire, and water, gas, electric grids) would be on  the initial advisory board.

The Polis Center will oversee the center administration and management and coordinate the activities of the project participants.  The IUB Pervasive Technologies Community Grids Lab will lead Grid research and the IUPUI Pervasive Technologies Visualization Lab will lead visualization research.  The Purdue CAAGIS lab will lead the development of the flood prototype, and Purdue’s Office of Information Technology will provide and oversee testbed facilities for the proposed center.  Martin University will perform a community outreach and education role.  OGC will provide guidance in OpenGIS standards and support the realization of commercial relationships.

6.4 Technical Project

6.4.1 Introduction and General Technical Approach
Our technical approach is built on Grids for the underlying distributed systems model. This will build a service model for the capabilities needed by the center. These will be center specific services (such as build the map of Indiana as a Web service or provide a portal to earthquake simulation) plus customization of general Grid services to make them fit the Center’s requirements. All work will be compliant with web service and Grid best practice and standards. The activity will leverage general Grid and other computer science and informatics research but only fund work directed specifically at the Center’s needs.

The planning efforts will include:

· Development of strategic research agenda

· Development of detailed 2 year work plan for flood prototype

· Development of business plan

The technical effort is divided into several sub-tasks:

· Requirements analysis of Grids for both Critical Infrastructure in general and Indiana flood crises in particular.

· Identification of needed system Grid services and implementations with needed functionality in the timespan of project. Particular capabilities we are certain to need including  security and privacy, workflow, databases, sensors, simulations, portals supporting high end visualization and hand-held clients, semantic Grid including annotation and integration of rich meta-data in both the service workflow, portal and decision support system.

· Identification of needed application specific web services that will certainly include a library of GIS Grid services, and flood related simulation and decision support services.

· This will center on the structure and interfaces of the services critical to the center. It will work closely with the Web Service initiatives of the OpenGIS Consortium. We expect that information (meta-data) services and workflow will be very important. Both of these will need close ties to the Semantic Grid thrust described below. Recent standards such as OGSA-DAI for linking databases and sensors to the Grid will be important. Further projects involving substantial simulation will need the well developed Computing Grid Services. We will need to emphasize reliability, resilience, robustness and security for all services and their hardware/software hosting environment.

· The generic and particular tasks in the CrisisGrid Infrastructure will involve construction of many Grid/web services. This will be supported by tools supporting development and deployment of the services and associated metadata and portals.

· The simulations needed for sustainable infrastructure are challenging as they often involve combining uncertain data with uncertain dynamics. Methods such as those used in TransSims and EpiSims or by Wolfram in the New Kind of Science are controversial and in need of further development. We do not expect this to be a major initial thrust but it could be an area for later work.

· Development of a CrisisGrid Ontology building on those for other relevant fields including collaboration, database and GIS as well as the rapidly evolving ideas behind data provenance.

· This area will focus on both the needed ontologies for Geospatial and Infrastructure Informatics and the associated tools. We expect the DARPA, W3C and other Semantic web initiatives to provide the needed tools. Work primarily in the UK and the USA is integrating this with Grid information systems under the guidance of the Semantic Grid research Group of the Global Grid Forum (GGF). 

· Identification of infrastructure resources (sensors and databases) and Grid networking and hardware to be part of prototype. Identification of any special client access requirements needing special attention such as increasing performance. This task will certainly build on the new IPGrid linking Indiana University and Purdue.

· Development of sample components for all the key parts of CrisisGrid and design of wizards to support deployment of resources needed in project.

· Development of a GIS library of OGC compliant Grid services exploiting our GIS ontologies built on GML and Semantic Grid standards like RDF.

· Development of a portlet-based portal which can be rendered on both desktops and PDA’s. The PDA displays will be customized by a Grid service to reduce needed network bandwidth. 

· Development of high end visualization for GIS Grid services. These will support overlays of both situational data from our sensors and databases and the flood simulations. This will include large screen interactive displays and the commodity Grid portals as developed through the Grid Computing environments research group of the GGF. The latter have both desktop and PDA Interfaces. The architecture should devise Web services that can drive this range of human computer interfaces. We will develop a set of User Interface Services that include not only traditional user profiles but also area like Information Visualization. This will provide ways of visualizing non geospatial information and their overlay onto GIS displays. The workflow model will be developed to allow composite services to be designed that integrate the output of GIS services with overlays from multiple other Information sources.  Our infrastructure will involve wireless and wired interconnects and use of PDA’s and cell phones as the user interface must be considered.

· Development of a decision support framework and a simple instance for the flood prototype. This will probably based on a case-based reasoning model but we hope to explore more sophisticated ideas based on the work at Los Alamos’s D division. Tools to annotate multimedia and GIS displays will be available for real-time interactions between first responders and command centers.

· It is essential to combine visual data and simulations with aids to make either real-time or long-term strategic decisions. This will involve not only advanced statistical methods but also management and political science to govern the strategic and policy side of decision support. 

· Deployment of critical Indiana resources in the service architecture, including Indiana map, Indiana view, Purdue Terrestrial Observatory, and sample community information resources needed in the flood prototype.

· Real-time collaboration capabilities including shared GIS services and visualization. This will build on our work on Grid-based audio-video conferencing spanning Access Grid SIP and H323 approaches. Shared application technology will be contributed by the Anabas corporation.  Many crises require quick decisions and this highlights need for research that has been called Interventional Informatics (http://www.i3.org) in a medical context. Here real-time GIS and sensor services compatible with OGC standards would be one focus.

· Testing validation and participation in demonstrations.

6.4.2 Specific Application: Flood Modeling and Data services

Flood modeling will serve as primary application of many of the general technical issues outlined in the previous section.  We describe here the flood modeling application in specific detail.
Runoff will be estimated using a distributed parameter modeling approach rather than the “lumped” approach commonly used in estimation of runoff for current flood level estimation. While a distributed parameter approach is significantly more complex from a computational standpoint, it offers the potential for a much better estimate of runoff than a lumped estimation approach. A distributed parameter approach subdivides a watershed and uses data for the subdivided areas to estimate runoff. Some runoff models divide a watershed into small grid cells while others subdivide a watershed into subwatersheds. The use of detailed distributed parameter models in the manner proposed is only recently feasible due to the advances in availability of detailed spatial or GIS data and computational capabilities.

A combination of runoff models will be used to estimate runoff. The Long-term Hydrologic Impact Assessment (L-THIA) model will be adapted to run on the CrisisGrid to provide runoff information to the flood routing model. The Soil and Water Assessment Technology (SWAT) model will also be adapted to run on the CrisisGrid. 

The Upper White River watershed will serve as the study area, and detailed GIS data important to runoff estimation are available for this area. These data include elevation, land use, and soil characteristics. Several of the counties in the study area have recently obtained very detailed elevation data sets (e.g. Marion County has obtained a LIDAR elevation data set). The Purdue Terrestrial Observatory (PTO) will provide up-to-date data regarding land use characteristics. The PTO receiving station will obtain satellite data for the study area daily. The CrisisGrid computational capabilities will be used to process the raw data to provide land cover data that will be used in the runoff models.

Rainfall data required by the watershed runoff models will be obtained from real-time Doppler radar estimates of rainfall. Data from rain gage networks that are accessible from the Internet-based databases will be used to calibrate the Doppler rainfall estimates.

The flood routing model will use standard flood routing equations such as those found in the US Army Corps of Engineers HEC family of models. The models/equations used for computing the volume and depths of flow in channels/rivers are well established. Therefore, the opportunity to improve flood level estimates lies in the use of improved runoff estimates described previously and improved data describing floodplains and water levels.

The watershed runoff models will provide the temporal and spatial runoff data required by the flood routing model. The channel/river cross section data will be acquired from the US Geological Survey and the Indiana Geological Survey. Detailed flood plain data (elevation and vegetation) will be acquired from State and local GIS databases. A more detailed channel and flood plain network will be used than is typically used by the USGS to estimate flood levels. Again this is possible due to the recently available more detailed spatial data and the computational resources provided by the CrisisGrid. This data is required to route the runoff water through the channel or river system and to estimate the water levels (e.g. flooding) at various locations along the channel network. 

Real-time observed flow depth data at USGS gage locations will be used to calibrate the flow routing model to match observed water depths, improve estimates of the extent of flooding and improve flood depth forecasts. One of the current limitations of the USGS flood prediction approach is the limited amount of observed flow depth data. Rather than supplement the existing USGS gages with additional gages, a daily or twice daily satellite acquired radar data set will be used to estimate elevations for the entire Upper White River Watershed. The processing of the radar data to obtain a detailed elevation surface for an area the size of the Upper White will require the computational capabilities of the CrisisGrid. The detailed elevation data will identify the depths of water throughout the entire watershed. This data will be used to adjust the water level (flooding) estimates provided by the flood routing model.

6.4.3 Supporting Flood Specific Grid Services

The Grid has developed well defined and proven solutions for the distributed computing architecture needed for the Flood CrisisGrid. However, in addressing the needs of the distributed flood modeling in the Crisis Grid, several open, interesting research and development issues in the Web services field must be addressed: 

1. Data Streaming: Web services are built around requests and responses and are not suitable for streaming data.  Here one needs to supplement the services with streaming connections.  Web services in this case are used for negotiation and control of the streams.  A variation of this approach has been successfully investigated by members of the Crisis Grid team for multimedia applications.  

2. Service Orchestration: The services outlined above must be coupled into meaningful applications. The coarse grained modeling approach is a perfect example: services need to be coupled to data sources and they need to publish their results to other services.  The expression of this coupling is called service orchestration.  Service orchestration depends upon code coupling.

3. Event Models: Underlying the service coupling techniques described above are events: codes generate new outputs that need to be published to interested applications (other codes for coarse graining, visualization tools). 

4. Information Representation: Services (and humans) need to know the content of data (whether from sensor or from simulation), so there is the need to semantically describe data.  We must also describe service metadata so that we may enable service discovery.

5. Service Discovery: Dynamic information services for finding the available services are needed in support of workflow that we need to construct our composite services.  This is particularly important for “late binding” service composition, in which the type of service (say, visualization) is known before hand, but the actual service to use is not chosen until necessary.

6. Fault tolerance: The distributed nature of the calculations we propose depends upon robust services and fault tolerant service orchestrations: the entire process should not be susceptible to failure just because one node of the grid fails.

The remaining issue in a service architecture system is the user interface to the Grid.  This is needed to support human interactions with the service components, as well as exchange information in synchronous and asynchronous collaboration.  Computational and information portals are a common method of doing this, although the Web service architecture is particularly flexible in allowing us to build more sophisticated GUI interfaces with the same services.  Grid portals have matured dramatically over the last few years, and there now exists component based portal toolkits that can be used to rapidly build such interfaces out of reusable components.  Members of the CrisisGrid team are also participants in the QuakeSim portal project for NASA, the Alliance Portal project for NCSA, and the Fusion Grid SciDAC collaboratory portal for the DOE.  These projects leverage reusable software developed by the Open Grids Computing Environment Collaboratory, an NSF National Middleware Initiative funded project.  Pierce and Fox of the Crisis Grid team are members of this collaboratory, Pierce serving as the project’s Principal Investigator.

6.4.4 Visualization

The CrisisGrid visualization component will adopt a Web Services model to define, encapsulate, aggregate, and deliver visualization functionality.  Using Web Services as the underlying architecture facilitates the modular definition and implementation of capability.  Strategies for orchestrating among these modules will be explored.  Of special interest will be determining ways to compose the output of multiple services into a single fused information picture that is coherent and easily understood.  

The Web Services model also facilitates the construction of a variety of different client applications, all relying on the same service engines to provide data and information, but each tailored to a different type of display platform, such as a large-format display or the PercepTable or a PDA.    

6.4.5 GIS Services

6.4.6 Integration of Flood Modeling into the CrisisGrid

The results of the flood routing model will serve as inputs into visualization capabilities and GIS software to assess the extent of flooding. These results will also be used to inform emergency response personnel regarding the current and expected extents of flooding. The radar elevation data depicting flooded locations along with the modeled flooding extent will also be useful for post emergency damage assessment including direct damage (general building stock, essential facilities, transportation facilities, lifelines), induced damage (debris generation, hazardous materials release), direct losses: (cost of repairs/replacement, income loss, crop damage, casualties, shelter and recovery needs), and indirect losses: supply shortages, sales decline, opportunity costs, economic loss.  Some of the questions that could be supported by the proposed Flood CrisisGrid include: How many injuries do we expect? Where should we put our resources to achieve maximum benefit? What is the demand on recovery staff? How much debris do we have to remove? What are the best evacuation routes? What hospitals might be/were damaged and where should we take our injured? How much will a particular mitigation strategy decrease our losses? How much funding does the community need to request to recover?  

Where are we in our mitigation plan?  How have we progressed?
6.5 Commercialization

6.6 Outreach

6.7 Project Work Plan
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